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Abstract—Rooms and buildings in public and private insti-
tutions are usually secured with door access control, which
is prone to intrusion, particularly when the key or access
card falls to unauthorised parties. Therefore, this research
investigates if users can be identified without them carrying any
devices or keys. In recently years, the device-free techniques
using wireless signals instead of sensors and devices on body
show the great potential in human detection and identifica-
tion. In this paper, we present the RFDoorGuard, a wireless,
invisible and device-free door access system that leverage RSSI
signals from Bluetooth Low Energy beacons to recognise the
person who accesses the door. We evaluate RFDoorGuard in
two real scenarios with a total of 16 users: the first is an
office room with the key lock, and the second is a meeting
room with swipe card access. We exploit the characteristics
of the door access and propose a two-step algorithm. We
demonstrate that RFDoorGuard is capable of recognising user
actions and identifying the actual user during door access with
the accuracy of 95% to 53% from a group of 2 to 10 people
respectively.

Index Terms—Parking Sensor Data, Parking Violation Man-
agement, Smart Cities, Intelligent Transportation Systems
(ITSs)

1. Introduction

Person identification is one of the key areas in mobile
and ubiquitous computing [1] [2]. When an individual is
identified in a context-aware and personalised system, the
application content can be customized. Additionally, the
task of identifying the user is the groundwork for security
monitoring solutions, to provide authenticated access to a
secured facility or resource [1].

Recent research on human detection and localisation
using wireless signals provides a potential solution to the
device-free person identification problem [3]. Such tech-

nique called device-free outperforms traditional person iden-
tification methods in various ways. It employs wireless RF
signals generated from environmental devices such as WiFi,
RFID generator and Bluetooth Beacons to detect, localise
and recognise the person in a particular region. The device-
free techniques offer several advantages compared to ex-
isting approaches. Firstly, device-free techniques cost much
less than vision based and on-body sensors. For example,
the Bluetooth based system only uses a few number of
Beacons and a Bluetooth signal receiver. Each beacon costs
less than 5 dollars and a Bluetooth receiver costs less than
30 dollars. And the price is becoming more competitive
with the increasing deployment of Bluetooth technology.
Secondly, wireless signal has much larger coverage as it can
easily go across interior doors and walls within a reasonable
distance [4]. Thirdly, user’s privacy is well protected as the
video footage is not captured.

One of the state-of-art works using WiFi is proposed by
Zeng et.al. [2]. The framework they proposed called WiWho
which uses CSI-based gait for person identification shows
the RF-based technique can identify human in specific areas
with a small group of people (from 2 to 6). WiFi technique
can be applied to smart places such as homes and working
offices which should be shared with an active WiFi con-
nection. However, in door access places and other temporal
construction places, it is not reasonable to assume that WiFi
system and electricity charge system exist. It is because that
WiFi system needs a couple of routers and to apply for
network connection from the telecommunications company,
which may not be available in above scenarios. Sugino
et.al. [5] propose a human motion detector with low energy
Bluetooth beacons, which suggests human activities can be
detected using Bluetooth Beacons. Compared with other
popular device-free techniques such as WiFi and RFID,
Bluetooth Beacons are more portable and energy efficient.
The latest Bluetooth Beacon called iBeacon is a new device
that uses Bluetooth 4.0 techniques, which can run for more
than a year without exchanging batteries. The size of the



Bluetooth beacon can be smaller than a coin and there-
fore can be deployed anywhere. Despite those advantages,
Bluetooth signal also has limitations such as low sampling
rate, the unstable strength of signals. The other drawback is
that the coverage range of Bluetooth signals is shorter than
the range of WiFi. According to our preliminary study and
technical document, the range of Bluetooth Beacons is less
than 10 meters.

Based on their explorations, we investigate person iden-
tification problem using the Bluetooth Beacons. Moreover,
we focus on a real application that identifying a person out
of n known people in the door access system using only
Bluetooth signals. In this scenario, Bluetooth beacons are
more preferable. The Bluetooth Beacons does not require
pre-installed infrastructures such as power system, exchange
Routers and network system. Bluetooth based person identi-
fication only needs a couple of portable Bluetooth Beacons
and a receiver which can run for years with batteries. They
also can be reused if we move to other places. Moreover,
low energy Bluetooth techniques can save more energy
compared with other device-free approaches. We present
RFDoorGuard, a device-free framework for person identi-
fication during door access using Bluetooth Beacons. To
the best of our knowledge, this paper is the first attempt
to use Bluetooth based technique in device-free person
identification.

It is challenging to identify the person who enters the
room using RF signals generated by Bluetooth Beacons. For
example, in the key based door access system, people enter
the room following a sequence of activities: walking to the
door, getting the key from the pocket and standing in front
of the door, inserting the key and opening the door, finally
closing the door. The coarse-grained device-free techniques
cannot distinguish each activity from the different person.
Through a series of experiments in section 4, we observed
that the behaviours and patterns of the different person in the
door access process are slightly different. Meanwhile, the
same individual is likely to access the door with a similar
pattern. For instance, some people tend to open the door with
hands, some others prefer to use their shoulder, some even
like to kick the door open. Even people open the door in
the same activity, the speed, the body angle varies among
people, which offer a chance to identify people by their
behaviours in the door access. Inspired by observation, we
proposed a two-step identification process to identify the
person in the door access. The first step aims to recognise
activities of each volunteer especially the length of each
activity. The second step is to identify the person by the
activity information. In the first step, we use Bluetooth
signals to extract features for action recognition. As the
recognised labels can be in any order and may not be an ap-
propriate sequence of action. We align them using a dynamic
programming technique to assure the order of the actions.
Then in the second step, we use the recognised labels in
the first step to compute temporal features of the actions
and take advantage of characteristics that different person
spend the different length of time on the same activities to
identify the person. Another challenge in Bluetooth signals

are the low sampling rate and the noise. Compared with
WiFi and RFID signals, the sampling rates of Bluetooth
Beacons are much lower, which undermine the ability to
recognise people actions in door access. To cope with such
problem, we applied sinc interpolation method and Kalman
filter to remove the noise and compensate the sampling rate.

We evaluate the RFDoorGuard framework using two
real-world cases: a door with a key lock and a door with a
smart card lock. For each case study, we recruit two group
of volunteers (6 and 10 for each) to access doors. They need
to behave similarly with their real lifestyle. Each participant
repeats for 10 to 20 times. A camera was used to capture
the whole data collection process to extract the ground-truth
of action time and the user identity of each data sample.

In short, our main contributions in this paper are:

• We explore characteristics of Bluetooth signals in
device-free environment and indicates the potential
usage of Bluetooth beacon in the person identifica-
tion study.

• Based on preliminary study, we design a two-step al-
gorithm to identify people. We employ the temporal
features and activity recognition results to identify
who open and close the door in the system.

• An evaluation of RFDoorGuard in real world scenar-
ios to achieve acceptable performance. We recruit
two groups of people with different sizes and de-
sign a practical experiment. We build a complete
dataset with videos and RF signals files. We apply
the proposed algorithm to such dataset and identify
the person with an average accuracy of 95% and
53% from 2 to 10 people in two different scenarios
respectively.

The remaining of the paper is organised as follows. Sec-
tion 2 introduces the related work about person identification
techniques, device-free activity recognition and person iden-
tification methods. Section 3 provides a big picture of the
system design and goals. We conduct a preliminary study of
Bluetooth characteristics in person identification on Section
4. The data preprocessing and detection are shown in Section
5. We design and propose two-step algorithm in Section 6
and conduct related experiments in Section 7. We conclude
in Section 8.

2. Related Work

Person Identification: Person identification are attract-
ing widespread interest in ubiquitous computing research
community. Cornelius proposes an approach which employ
coherence between accelerometer of sensor on body and it of
mobile as authentication scheme [1], [6]. The performance
made by LibSvm achieves 85%. Nevertheless, it is inevitable
that users are required to wear sensors for a long period in
order to collect data. It is highly invasive and annoying for
the users who wear the devices for a long time especially
for the elderly [5], [7].

One of the non-invasive approaches for user modelling
uses specifically designed infrastructure embedded into the



environment. For example, Orr and Abowd [8] used a force
sensor installed under the floor to sense the ground reaction
force of the footstep. The features were then extracted from
signals of the force sensor to recognise people. Another line
of work uses capacitive sensing system installed under the
floor to track user’s mobility trajectories, and identifies users
by recognising the patterns of their trajectories [9], [10].
These approaches, however, required a specifically designed
infrastructure to be installed in the environment.

Device-free Person Profiling There are few works on
person identification using device-free techniques. WiDisc
[11] is able to distinguish three different subjects by leverag-
ing radio signals. It uses traditional fingerprint methodology
and only needs few training data because it employs a 3D
model to generate fingerprints. However, this system, to
some extent, cannot identify users as it only has three classes
of people, tall, medium and small. Nevertheless, it is the first
work, as we know, which attempts on the identification of
user profile using wireless signals. A closely related work
is proposed by Scholz et al. [12]. They recognise a number
of simple activities such as the walking and the opening the
door by leveraging Radio Signal Strength Indicator (RSSI).
The state-of-art device-free technique used in person identi-
fication is the WiFi CSI based gait recognition. Both WiWho
and WiFi-ID attempt to recognize person in smart places
such as offices and rooms with WiFi CSI together with
gait recognition [2], [13]. In these two works, their systems
are evaluated using a group of 2 to 6 people. Interestingly,
WiWho [2] and WiFi-ID [13] achieve close accuracy with
similar experimental settings and algorithm. WiWho re-
moves the distant multipath noise and high frequency noise
with FFT techniques while WiFi-ID removes the noise with
a Butterworth filter and a median filter. WiWho detects the
walking cycle of each person and extracts features of each
step. It establishes a gait pattern profile by analysing step
features. WiFi-ID separates signals with specific frequency
and chooses the most distinguishable band as the unique
sign of each person. Inspired by these two works, we go
further beyond user profiling to person identification, and
investigate the feasibility of recognising user actions and
exploring the identity of users who open and close the door.

3. Overview

Fig. 1 presents the framework of our person identifica-
tion system, which is comprised of three main components:
data collecting and preprocessing, training and two-step
algorithm.

In the first component, as illustrated in the top left
of Fig. 1, the Bluetooth receiver can obtain signals from
Bluetooth Beacons in the scenarios. In the first step, we
place multiple Bluetooth Beacons inside and outside of the
door. Each beacon periodically transmits Bluetooth signals
corresponding to presetting frequency. The multiple channel
time-series data are collected and stored in database. In the
second step, Kalman filter [14] is applied to such data with
the multipath fading and impulsive noise. An interpolation
method needs to be considered as a compensated approach

to increase the sampling rates and synchronize each chan-
nels. Sine interpolation is a sound interpolation method to
Bluetooth signals [15].

In the training session, a camera is used in capturing
videos of person in door access. For each task, we manually
label correspond time-series data with person ID ui and
timestamps of each action. The features are calculated for
time windows where the window covers the entire action in
door access. The last step is to analyse the temporal features
of each person and build a training model with machine
learning methods.

The proposed two-step algorithm consists of the activity
recognition part and the person identification part. In the
activity recognition section, the first step towards dividing
time-series data into fixed length non-overlap time windows.
In the second step, widely used features of the activity are
extracted from each time window. Finally, using classifier
such as Random Forests to recognize activity of each time
window. In the person identification section, the labels of
activity obtained from last section need to be aligned be-
cause the prime classifier does not take the order of activities
into account. Therefore, we apply a dynamic programming
alignment method to revise the labels of each time window.
Lastly, the time window with same labels are combined, and
temporal features are calculated from each activity.

With the training data and temporal features extracted
from testing sets, person ID can be recognised by using
machine learning classifiers such as decision tree, Random
Forests and neutral network.

4. Feasibility Study

Although researchers use WiFi or RFID to identify
people in the device-free environment and have explored
the characterization of these two techniques, the property of
Bluetooth Beacons in such scenario is still unknown. Com-
pared with RFID tags and WiFi generators, Bluetooth has its
unique performance characteristics. Besides, the premise of
our work is that the temporal features extracted from actions
can distinguish people from a small group. Therefore, we
performed two experiments on Bluetooth Beacons in order
to answer the following questions:

• Differences of Temporal Features Extracted from
Activities among People Can we only use the
difference of temporal features extracted from each
action of different people to distinguish people in
door access environment?

• Consistency of Temporal Features of Each action
for Same Person Do the temporal features extracted
from actions during door access of the same person
remain the same over time?

4.1. Difference in Temporal Domain of Actions for
Two people

It needs to confirm that whether temporal features ex-
tracted from actions in the door access of different people



Figure 1: RFDoorGuard architecture

are sufficient to distinguish. In order to investigate the
differences, a multiple person comparison experiment are
conducted. We randomly choose two volunteers from the
group and ask them access the door for 20 times. For each
round, the temporal features are extracted from each action.
As a result, two 4 × 20 matrix with time cost for each
action are are generated. And we conduct a two sample
unpaired t-test to check whether those temporal features
are significantly different in statistic. Table 1 shows that
the p value of all actions are less than 0.05. It can be
concluded that there is a significant different between the
means of two groups. That is, the temporal features such as
mean of time cost for each action are different for different
person. Consequently, it is possible to identify a small group
of person with only temporal features of each action in
door access. We also show the recognition accuracy in the
experimental section.

TABLE 1: The results of two sample unpaired t test for
temporal features of each action of two person

Action p-value µ(Person1) µ(Person2)
Walking 1.742× 10−7 4.66 3.87
Standing 6.942× 10−12 4.86 1.20
Opening 1.833× 10−9 2.50 1.72
Closing 0.019 82 3.40 3.18

4.2. Consistency of Temporal Features of Actions
over Time

In this study, it is important to confirm that the temporal
features of each action of the same person should remain
the same over time in the same scenario. That is, we can use
the training data to identify people in a long period. In order
to verify such consistency problem, a person are asked to
repeat door access for 20 times in two days. The volunteer
takes four actions each time and 10 times a day. For each
round, he is asked to wait for 3 minutes. The box-plot graph
are illustrated by Fig. 2. It shows that the time cost for each
action in the different time of the same person are similar
even for a one day interval though the opening action varies
greater than other actions.
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Figure 2: The time cost for different action of the same
person

5. Bluetooth Signals Preprocessing and Detec-
tion

The signals we process are generated from BLE Bea-
cons which employ the Bluetooth 4.0 standard. There are
numerous advantages of BLE Beacons such as low energy
consumption, small size and portable property. However,
compared with other device-free techniques, BLE Beacons
signals processing is more difficult due to its specific char-
acteristics. We conduct a series of experiments to test the
BLE Beacons and also investigate other studies on Bluetooth
signals. As a result, we summarise two key points we need
to focus on – Impulse noise and low rate sampling. we need
to consider two important issues in data preprocessing – (1)
Noise filtering and (2) Signal interpolation.

5.1. Noise Removal

There are mainly two types of noise data in the Blue-
tooth signals, Multipath fading problem and impulse noise
problem. To address these, we apply Kalman filter and
median filter to signals processing. Kalman filter is one
convetional method to cope with multipath fading problem
[16], and median filter is good at removing impulse data.
Based on our observation, we set the time window with
1 second length. We use a robust adaptive online repeated
median filter package [17] which is good at processing low
frequency time-series signals to remove the impulse noise.



5.2. Sinc Interpolation

We introduce briefly the Sinc interpolation which leads
to improve sampling rate in time-series signals data. Sinc
interpolation of discrete time signals is a conventional ap-
proach in signal process. To address the problem of low
sampling rates in the Bluetooth signals, we need to compute
signals values at arbitrary continuous time from existed
discrete-time samples of the signal amplitude. Sinc aims to
resampling the signals with sine cardinal function. Before
the sinc interpolation, the sampling rates varies from 2 Hz
to 10 Hz, and it is hard to extract features with fixed
length time windows. It is because some time windows
consist of few or even no data points. After interpolation,
the missing data has been fixed. The other advantage of
interpolation is synchronization. In our experiment, multiple
Bluetooth Beacons with different time systems are used
for transmitting signals. Although each Bluetooth Beacon
generates with the same sampling rates, the receiver tends
to obtain data selectively. That is, the sampling rates of each
beacon in receiver terminal are different. Consequently, if
we apply fixed length window to each time-series signals
from different beacons, some time window only contain data
from partial beacons. Sinc interpolation method solves such
problem as signals data from all channels are continuous
after the resampling.

6. A Two-step Person Identification algorithm

With the hypothesis of person identification which uses
time difference of actions during door access, we implement
the recognition algorithm in two steps. In the first step, we
recognize the actions using Bluetooth signals. Then in the
second step, we use the actions recognized in the second
step to derive temporal features of each action performed
and use these features to identify the users. The details of
these steps are described as follows.

6.1. Action Recognition Using Bluetooth Signals

In this step, we recognize the actions performed by the
users during a door access. These actions include walking,
standing, opening the door and closing the door. We divide
the sequences into 1 second segments and deal with each
segment as a sample in action classification. We use Blue-
tooth signals to derive the features. We consider each pair
of a BLE beacon and a phone as a data channel. The total
number of channels might be varied for different settings.
For example, in our case study 1 for a key lock door, we use
4 BLE beacons and one mobile device making 4 channels.
For each channel in a segment, we extract three features: the
number of readings, mean and standard deviation of signal
strengths. We then normalize these features to a unit range
and use them as features for action classification. We test
our framework using three classifiers: decision tree, neural
network and random forests.

As there is no constraint on predicted labels in a se-
quence of segments, they can be in any order, e.g. open

Figure 3: An illustration of dynamic programming alignment
of action labels to the segments.

the door then insert the key. This arbitrary order of action
labels cannot be used to extract temporal features of ac-
tions. Therefore, we need to make them into an appropriate
order. For this we perform a smoothing step using dynamic
programming technique. Input of this smoothing step is a
matrix P with one dimension represents the segments in
a sequence and the other one represents the action labels.
Each cell (i, j) in the matrix is the probability of assigning
segment j to action i. The aim of this smoothing process is
to obtain a matrix D in which the elements are computed
as:

Di,j = Pi,j ×min [Di−1,j−1, Di−1,j , Di,j−1] (1)

where Pi,j is the probability of assigning segment j to
action i. This filling process is illustrated in Fig. 3. After
filling the whole matrix D, we can find the appropriate
action assignment by tracing backward from the bottom
right corner.

After applying this smoothing, the predicted action la-
bels are in designated order. More importantly, the segments
that are classified into a particular action are consecutive in
time order. Therefore, we can use them to compute temporal
features of action for person identification in step 2.

6.2. Person Identification By Two-step Approach

Using the recognized labels of actions, we derive the
temporal features, i.e. the time duration for each action. We
compute the time interval for each action and normalize
them to a unit sum. We use these normalize numbers as
features for classification. Similarly to the previous step, we
employ three classifiers: decision tree, neural networks and
random forests.
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Figure 4: Layout of setting in case study 1.

7. Experiment Setting and Results

We evaluate our approach in two case studies corre-
sponding to two popular types of doors: accessing using
keys and using smart cards.

7.1. The RFDOORGUARD SYSTEM

We propose a framework to recognize each action in
door access and use the temporal features of actions to
identify person. Our RFDoorGuard framework leverages 2.4
GHz wireless devices deployed in the environment to collect
the data, and volunteers do not need to carry any devices.
Multiple Bluetooth Low Energy (BLE) beacons are used
as the signal transmitters, and a cheap Android phone with
Bluetooth component is used as the signal receiver. These
devices are deployed around the door area so that the person
or the door could interfere the line of sight between the
transmitter and receiver. This deployment can capture the
interference of the user or the door via the changes of RSSI.
For example, the deployment of beacons in case study 1
– the door with key lock is illustrated in Fig. 4. In this
figure, two BLE beacons are attached to the door in order
to capture the changes of door position and the presence of
users when they stand in front of the door. Other beacons
are deployed opposite to the door, behind the door and at the
top of the door. The receiver (The mobile device) is placed
at the opposite of the door to capture the RSSI signals from
each beacon. The phone and three beacons are placed at the
same height at 1 meter. An other beacons is set at 1.8 meters
height at the door as we want to also use the height of the
people to distinguish them. It is because higher people is
likely to occlude the signals from that beacon. Fig. 5 shows
another case which using smart card instead of the key. It
takes less time than the first case, therefore the difficulty of
the second case become much higher. The result also shows
that the accuracy is lower than that in the first case.
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Figure 5: Layout of setting in case study 2.

7.2. Case Study 1: Accessing Using Keys

7.2.1. Data Collection. In this first experiment, we examine
our framework on a door which is locked by a key lock. To
capture the Bluetooth data, we deploy four beacons and one
mobile device at different position facing the door. We set
the sampling rate at 10 Hz. There are ten participants in the
data collection. Each participant is requested to perform the
process of 4 actions above repeat the whole process several
times. In total, we obtain 200 samples from ten users.

7.2.2. Person Identification Using Temporal Features.
To firstly test our hypothesis on the unique manner of
accessing the door, we evaluate the user classification using
temporal features derived from the ground-truth labels. For
every door access (considered as a sample), we compute the
time interval required for each action. We normalize these
features to a unit sum, i.e. the sum of all features in a sample
is equal to 1. We test three classifiers (decision tree, neural
networks and random forests).

We randomly split the data into training and validating
sets that have equal number of samples. We feed the training
data to the classifiers to obtain the trained model and use
the trained model to classify the samples in validation set.
We compute the accuracy of the classifier by computing the
rate of correct samples over the total number of samples in
validation set. We repeat the process 100 times and random
forests performs the best achieving a mean accuracy of 88
percent. This high performance of user identification evinces
the feasibility of our hypothesis.

7.2.3. Action Recognition Using Bluetooth Signals. The
aim of this step is to recognize the actions from Bluetooth
signals. For this, we firstly segment the data into 1.0s time
window with 0.9s overlaps. We then compute the number
of readings, the mean and standard deviation of each data
channel during each time window. As there are four beacons
and one mobile device in this experiment, we have totally
four data channels. In total, we derived 12 features. We use



1/3 of the data as the training set and evaluate using the
remaining set. The reason for this split rate is that we will
further split the validation set into training and test set to
evaluate the user identification in the next subsection. The
segments of a particular sequence (a door access) belong to
either the training set or the test set. We feed the training
data to the classifiers and use the trained model to classify
the samples in validation set. We repeat the whole process
10 times and report the mean accuracy obtained by three
classifiers in the second column of Table 2.

TABLE 2: Accuracy of action classification using Bluetooth
signals on key data

Classifier Non-smoothing Smoothing
Decision tree 0.45 0.59
Neural Network 0.45 0.58
Random Forests 0.48 0.67

We then apply the smoothing step (cf. Fig. 3) on the
classification results of the aforementioned classifiers and
report the mean accuracy in the third column of Table 2.
As can be seen in the table, this smoothing step improves
the accuracy between 14% for decision tree to 16% for
random forests. Moreover, this smoothing step results in an
appropriate sequence of labels that can be used to extract
the temporal features of the actions.

7.2.4. Person Identification Using Two-Step Approach.
In this step, we use the action labels classified by random
forests (the best classifier) to extract temporal features of
the actions similar to that of Section 7.2.2. We randomly
split the validation set in the previous step into two sets that
have equal number of samples to make the training set and
test set. We feed the train data to the classifiers and use the
trained model to classify the samples in test set. We repeat
the whole process 10 times for each validation set of step
2 to make 100 pairs of training and test sets. We report the
average accuracy in Table 3. The highest accuracy, about 53
percent, is obtained by random forests.

TABLE 3: Accuracy of person classification using two-step
approach on key data

Classifier Accuracy
Random Guess 0.10
Decision Tree 0.35
Neural Network 0.42
Random Forests 0.53

7.3. Case Study 2: Accessing Using Smart Cards

7.3.1. Data Collection. In this second experiment, we ex-
amine our framework on a door locked by a smart card
lock. The series of actions performed during each door
access is similar to the previous experiment except that the
unlocking action is performed using a smart card instead of
a key. We test our framework using a different setting of 4
BLE beacons and 1 phone. We recruit 6 participants, each
performs 10 times of door access. In total, we recorded 60
samples for 6 users.

7.3.2. Person Identification Using Temporal Features.
Similarly to case study 1, we firstly use temporal features
derived from the ground-truth labels to identify the users.
We randomly split the data into training and test sets that
have equal number of samples. We repeat this evaluation
100 times and report the average accuracy with around 88
percent, which is for identification of 10 different users on
average.

7.3.3. Person Identification Using Two-step Approach.
We repeat the same evaluation of user identification using
two-step approach on Bluetooth signal. The mean accuracy
for action classification is reported in Table 4. In this table,
the smoothing step improves the accuracy from 15 percent
to 20 percent, and the best accuracy obtained by random
forests.

TABLE 4: Accuracy of action classification using Bluetooth
signals on smart card data

Classifier Non-smoothing Smoothing
Decision tree 0.40 0.60
Neural Network 0.42 0.59
Random Forests 0.57 0.73

The average accuracy for user classification using rec-
ognized actions is reported in Table 5. We also report the
accuracy of random guess as a baseline method. As can be
seen in the table, the accuracy obtained by our approach is
much higher than that of random guess.

TABLE 5: Accuracy of person classification using two-step
approach on smart card data

Classifier Accuracy
Random Guess 0.1667
Decision tree 0.34
Neural Network 0.22
Random Forests 0.67

7.4. Person Identification with Different Group
Sizes in Two Scenarios

For each of the group size, we evaluate the RF-
DoorGuard with Random Forests. Fig. 6 shows the average
accuracy of person identification with different group sizes
for none smoothing identification and smoothing identifica-
tion in both scenarios. With the increasing size of group,
the accuracy of person identification drops for both non-
smoothing and with smoothing methods. This is reasonable
because the more people in the group brings the higher
chances that people will have similar temporal features in
door access. Meanwhile, the smoothing method significantly
boosts the accuracy of person identification in all group
sizes. In summary, the group sizes plays an important role
in person identification accuracy in our system. Since our
system is applied to small group of people who access
the same room, it is still practical in real applications.
Additionally, our algorithm is also useful in such scenarios.



25

30

35

40

45

50

55

60

65

70

75

80

85

90

95

100

2 3 4 5 6

Group Size 

A
cc

ur
ac

y 
(%

)

Group

non-smoothing
with smoothing

(a) Door access with the key
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Figure 6: The accuracy in person identification with different group sizes

8. Conclusions

We have presented the RFDoorGuard framework using
Bluetooth beacons and receivers to capture Bluetooth signals
during door access. Our recognition algorithm includes two
steps. In the first step, the Bluetooth signals are used to
derive features for action recognition. As the detected labels
can be in any order, we apply an alignment algorithm based
on dynamic programming to make them in order. In the sec-
ond step, we compute the time intervals of each action and
use these interval as features for user identification for each
door access. We test our framework on two different case
studies: a door with a key lock and a door with a smart card
lock. We achieve high performance on person identification
using temporal features extracted from ground-truth labels,
with accuracy of 88 percent in both case studies. Using the
recognized action labels to compute temporal features for
user identification, we achieve 95 to 53 percent accuracy
from 2 to 10 person respectively. Our experiments show
that the RFDoorGuard is feasible for person identification.
In the future, We would like to conduct experiment in more
different scenarios and with different setting. We also would
like to explore other potential applications using Bluetooth
Beacons based system.
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